RIVERSIDE BROOKFIELD HIGH SCHOOL
ACCEPTABLE USE OF TECHNOLOGY AGREEMENT (AUTA)
Applicability
This section applies to all “users” of the District’s electronic resources, including students and employees.
Purpose
Electronic networks, including the Internet, are a part of the District’s instructional program and serve to promote
educational excellence by facilitating resource sharing, innovation, and communication.
Definition
The term “technology” includes desktop computers, laptop computers, tablet computers, cell phones and smart
phones, text messaging services, instant messaging services, and other technology, as well as any webpages or
social media profiles, such as Internet forums, weblogs (or “blogs”), video logs (or “vlogs”), wikis, social
networks and social media pages (such as Facebook, Twitter, and MySpace), podcasts, photograph and video
sharing programs (such as YouTube and Instagram), rating websites, music-sharing websites, and crowdsourcing.
The term “electronic resources” include, but are not limited to, the District’s electronic networks and information
systems, such as the Internet, Wi-Fi, electronic data networks, and infrastructure for oral, visual, and written
electronic communication, including electronic mail, text messaging, instant messaging, and chat programs.
“Electronic resources” also include technology owned or licensed by the District and provided by the District for
use by its employees or students, including, if offered, technology issued to students and/or employees (i.e., a
“one-to-one” program), and District and District-authorized webpages and social media or websites. If a user
accesses the District’s electronic resources, including Internet service or Wi-Fi, with a personal technology
device, that use is also considered use of “electronic resources” that is covered by this AUTA.
The term “user” includes any person who uses the District’s electronic resources, with or without District
authorization, and may include students, parents, employees, contractors, and volunteers of the District.
Expectations
District students and employees are expected to act in a responsible, ethical, and legal manner in accordance with
Federal and State law, District policy, and the District’s Acceptable Use of Technology Agreement (AUTA).
Acceptable Use – General
Only authorized users may access the District’s electronic resources. This includes connecting personal
technology devices to the District’s electronic resources, including the Internet and Wi-Fi.
Access to the District’s electronic resources is intended for educational and extra-curricular purposes and
District business. Employees may use District electronic resources for incidental personal use during non-work
times as long as that use complies with the other parameters of this AUTA and any implementing procedures
and does not interfere with the employee’s job duties or the provision of education and services by the District.
Students may only use the District’s electronic resources for incidental personal use during non-instructional
times if the student is authorized to use the particular electronic resource at the time used, the use complies with
the other parameters of this AUTA and any implementing procedures, and the use does not violate any other
District policy or state or federal law, including 7:190 Student Discipline and implementing procedures.
Users must take reasonable steps to protect the security of the District’s electronic resources. Among other things,
users may not share passwords or allow others to access electronic resources using the user’s password or profile.
Any user who becomes aware of a security breach must notify a District representative immediately.

Users are responsible for appropriately using the District’s electronic resources. If a user has questions about
whether a particular use is acceptable, the user is expected to speak to a supervisor (for employees) or teacher or
administrator (for students and all other users) before engaging in the particular use.
Acceptable Use - District-Issued Technology (Including One-To-One Programs)
The District may issue technology to users, including students and employees, for educational or extra-curricular
purposes and/or District business, including through a one-to-one program. Use of District-issued technology is
governed by this AUTA, including the Acceptable and Unacceptable Use provisions of this AUTA, regardless of
when, where, or for what purpose the use occurs. This includes use that occurs outside of normal school hours
(for students), before or after work times (for employees), for personal purposes, and/or off District property or
away from related events or activities.
The user is responsible for reasonable care of District-issued technology at all times during which the technology
is issued to the user, regardless of whether the technology is on school property or at related events or activities.
This includes the requirement that the user not allow others to use the technology without authorization from an
administrator. The procedures implemented by the Superintendent or designee for this AUTA may contain further
guidelines regarding responsible use, as may handbooks and other guidelines issued at the school level. Costs
associated with repair or replacement of technology damaged as a result of a user’s failure to exercise reasonable
care shall be the responsibility of the user, including any fees for insurance premiums and deductibles, regardless
of whether the damage is caused by the user or a third party. Users may be required to obtain and/or pay for
insurance for District-issued technology in order to be issued such technology by the District.
Students may only use or access District-issued technology outside of school with parental or guardian
supervision. The District is not responsible for unacceptable use of District-issued technology by students at any
time, including outside of school, although students may face consequences for such misuse under this and other
District policies.
Acceptable Use – Personal Technology
The Superintendent or designee may authorize staff and/or students to use personal technology for educational
purposes, conducting District business, and/or extracurricular activities. When staff and/or students use
personal technology for a purpose authorized by school personnel, the use of the personal technology is
governed by the AUTA, all other District policies, and administrative procedures. Refer to Board Policies 5:125
Personal Technology and Social Media; Usage and Conduct, 6:235 Access to Electronic Networks, and 7:190
Student Discipline.
Unacceptable Use – General
Users are expected to conform to general expectations of norms outlined in this AUTA and other District policies
when using the District’s electronic resources. This AUTA sets forth some general examples of unacceptable use,
but does not attempt to set forth all prohibited uses. The following are examples of uses of the District’s electronic
resources that are strictly prohibited:
 Any use at a time or in manner that is not authorized or approved, or in a manner that causes or reasonably
could be foreseen to cause a substantial and material disruption to the educational environment or invasion
of the rights of others;
 Knowingly or recklessly causing a security breach or disruption of service to an individual or system;
 Damaging District electronic resources or the electronic resources of others via District electronic
resources, including accessing or attempting to access any content to which the user is not authorized,
including “hacking”;
 Misrepresenting one’s identity or using another person’s password, user profile, or technology or allowing
another to use one’s identity, password, or technology without authorization;
 Any use in a manner that violates State or federal law including using materials that are subject to
intellectual property laws, such as copyright and trademark laws, without authorization;










Any use that violates any Board policy, including policies addressing bullying, harassment, and hazing,
and student and employee discipline policies or codes of conduct;
Publishing or transmitting private information, including photographic, video, and audio depictions of
others, without authorization;
Any transmission, access, creation, or transmission of material that is sexually graphic or explicit, obscene,
threatening, intimidating, abusive, harassing, or otherwise indecent, or that reasonably could be interpreted
as promoting illegal activity, including illegal drug use;
Any use for a commercial purpose where the user does not have the express written authorization of the
Superintendent or designee;
Uploading or downloading material, including software, without express authorization of a member of the
District’s technology staff;
Accessing or participating in any games without the express authorization of a supervisor (for employees)
or teacher or administrator (for students and other users), or using the District’s electronic resources for
more than incidental personal use;
Providing personal information, including photographs, about themselves or another; and
Any attempt to do any of the above.

A user should notify the District’s Complaint Manager or Nondiscrimination Coordinator immediately under
Board Policy 2:260 Uniform Grievance Procedure upon receipt of a communication through the District’s
electronic resources that the user believes is inappropriate or that makes the user feel threatened or uncomfortable.
Consequences of Violating AUTA
The activities covered by this policy are privileges, not rights. The District reserves the right to place reasonable
limits and prohibitions on such privileges. Failure to comply with this AUTA and any implementing
administrative procedures, handbooks, or guidelines may lead to the loss of such privileges and may lead to
other consequences including discipline, referral for civil and/or criminal prosecution, and any other
consequence authorized by law.
The District’s ability to impose consequences for violations of this AUTA is not limited to conduct that occurs
on District property, at school related events and activities, or during school/business hours. For example,
student or employee misconduct on technology may lead to consequences under this AUTA or other District
policies and procedures if the conduct materially and substantially interferes with, disrupts, or adversely affects
the school environment, school operations, or an educational function, including conduct that may reasonably
be considered to: (a) be a threat or an attempted intimidation of an employee; or (b) endanger the health or
safety of students, employees, or school property, regardless of when or where that misconduct occurs.
No Expectation of Privacy
Users of the District’s electronic resources have no expectation of privacy with respect to use of the District’s
electronic resources, including access of the District’s Internet or Wi-Fi using personal technology, or with
respect to any material created, transmitted, accessed, or stored via District electronic resources. This includes
material created, transmitted, accessed, or stored for personal use, including incidental personal use, on or
through the District’s electronic resources. The District reserves the right to monitor users’ activities on District
electronic resources at any time for any reason without prior notification; to access, review, copy, store, and/or
delete any electronic information accessed or stored therein; and to disclose such information to others as it
deems necessary and/or as required by law. Users should be aware that information may remain on the
District’s electronic resources even after it has been deleted by the user. This section of this policy may only be
altered through amendment of this policy, and may not be altered or diminished by the verbal or written
assurances of any employee or representative of the District.

ACCEPTABLE USE OF TECHNOLOGY AGREEMENT (AUTA)
STUDENT AND PARENT AUTHORIZATION FORM
****The following section must be completed by all students and a parent/guardian prior to accessing the
District’s electronic network and/or resources****
By signing below, I acknowledge that I have received, read, and understand the Acceptable Use of Technology
Agreement (AUTA). I agree to all terms of the AUTA and related materials, including but limited to Board Policy
6:235 Access to Electronic Networks and any implementing administrative procedures, handbooks, and
guidelines. I understand that it is my responsibility to become acquainted with the AUTA and related materials
and to keep up-to-date on any changes that may be implemented from time to time. I understand that I am expected
to comply by the AUTA and related materials, that I may not be notified immediately by the District of changes
to the AUTA and related materials, and that my ignorance of the AUTA and related materials is not an excuse for
a violation or other misconduct. I understand that I may be disciplined (up to and including suspension and
expulsion, for students, and dismissal, for employees) and/or subject to other legal action for violations of the
AUTA and related materials.
User’s Full Name

Grade

User’s Signature

Date

****The following section must be completed by each student’s parent/guardian ****
As the parent/guardian of the student signing above, I acknowledge that I have received, read, and understand the
Acceptable Use of Technology Agreement (AUTA). I agree to all terms of the AUTA and related materials,
including but limited to Board Policy 6:235 Access to Electronic Networks and any implementing administrative
procedures, handbooks, and guidelines, for myself and for my student. I understand that it is my responsibility to
make sure my student and I are acquainted with the AUTA and related materials and keep up-to-date on any
changes that may be implemented from time to time. I understand that my student is expected to comply with the
AUTA and related materials, that my student and I may not be notified immediately by the District of changes to
the AUTA and related materials, and that my or my student’s ignorance of the AUTA and related materials is not
an excuse for a violation or other misconduct. I understand that my student may be disciplined (up to and including
suspension and expulsion) and/or subject to other legal action for violations of the AUTA and related materials.
Parent/Guardian’s Full Name

Parent/Guardian’s Signature

Date

ACCEPTABLE USE OF TECHNOLOGY AGREEMENT (AUTA)
STAFF AUTHORIZATION FORM
****The following section must be completed by all staff and users of District electronic resources ****
By signing below, I acknowledge that I have received, read, and understand the Acceptable Use of Technology
Agreement (AUTA). I agree to all terms of the AUTA and related materials, including but limited to Board Policies
5:125 Personal Technology and Social Media, 6:235 Access to Electronic Networks and any implementing
administrative procedures, handbooks, and guidelines. I understand that it is my responsibility to become
acquainted with the AUTA and related materials and to keep up-to-date on any changes that may be implemented
from time to time. I understand that I am expected to comply by the AUTA and related materials, that I may not
be notified immediately by the District of changes to the AUTA and related materials, and that my ignorance of
the AUTA and related materials is not an excuse for a violation or other misconduct. I understand that I may be
disciplined (up to and including dismissal for employees) and/or subject to other legal action for violations of the
AUTA and related materials.
User’s Full Name

Department

User’s Signature

Date

Telephone Number – Please list the phone number in which you would like to receive emergency calls from the school

Technology/Data Processing/Supervisor use only – Do not write below line:
Technology Needs
Temporary:

 YES – may be deleted after
NO

Supervisor Instruction:
Please check appropriate choice(s) below. Return to Human Resource.
Email Account Network Account Skyward Access Voice Mail Physical Phone
Supervisor’s Signature ________________________________________

